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Abstract— Web application attacks are an increasingly 
important area in information security and digital forensics. It has 
been observed that attackers are developing the capability to 
bypass security controls and launch a large number of 
sophisticated attacks. Several attempts have been made to address 
these attacks using a wide range of technology and one of the 
greatest challenges is responding to new and unknown attacks in 
an effective way. This study aims to investigate the techniques and 
solutions used to detect attacks, such as firewalls, intrusion 
detection systems, honeypots and forensic techniques. Data mining 
and machine learning techniques, which attempt to address 
traditional technology shortcomings and produce more effective 
solutions, are also investigated. It was aimed to contribute to this 
growing area of research by exploring more intelligent and 
convenient techniques for web application attack detection by 
focusing on the data mining techniques in forensics. 

Keywords— Web application attacks; Digital forensics; Data 
mining; Web application attack detectionl; Web application 
forensics 

I.  INTRODUCTION  
Web applications are essential for a wide range of 

applications, including e-governments, e-commerce, social 
network sites, blogs, content management systems, and web 
emails, etc., which are accessed by millions of Internet users on 
a daily basis. The richness of web applications and advanced 
functionality, as well as ease of access and availability has led 
most businesses to rely on them more heavily. Unfortunately, for 
the same reasons, web applications have become a target by 
attackers. Major security weaknesses have made web 
applications vulnerable to numerous serious and successful 
attacks, and there are several studies in the literature that confirm 
the gravity of web applications in lunching seriousness attacks 
against them [1–9]. It has been reported that 92% of web-based 
applications are vulnerable and 75% of all attacks on 
information security was targeted using web applications [10], 
70% of web-based attacks are successful [11], and web 
applications experience up to 27 attacks per minute [12]. 
Consequently, there are also numerous reports of successful 
security breaches and exploitations according to the latest 
statistics from Impreva [13] and Symantec [14]. 

The process of tracking and detecting web attacks has 
become complex and traditional methods are ineffective [15].  
Moreover, web attack forensics faces challenges caused by the 
huge amount of data being generated by networks. It is difficult 
for forensic investigators to set aside time to analyze the massive 
amount of data within an intrusion detection system and firewall 
logs, as well as logs generated by network services and 
applications [16]. 

This paper aimed to investigate the techniques used in the 
detection and forensics of web application attacks, which will be 
used in upcoming studies.  

This paper begins by focusing the fundamentals, such as the 
main reasons for web application attacks, and data mining and 
machine learning; Section 3 will focus on the detection 
techniques; Section 4 will discuss the forensic challenges and 
methods; and finally, the results and possible future work will 
be discussed. 

II. FUNDAMENTALS 

A. Web Application Attacks 
The term “web application attack” refers to an attack where 

the weakness of the web application code is exploited, and taken 
as an advantage to compromise the security of the back-end 
systems [17]. Consequently, numerous classifications are used 
to classify web application attacks, and the most common 
classifications are OWASP top 10 [18] and Sans top 25 [19]. 
Widely varying web attacks taxonomy will almost certainly 
more evolve in the future; thereby, precise framework will 
contribute and assist in the development of detection 
applications. 

In recent years, there have been an increasing interest in web 
application security, but security weaknesses are also increasing. 
Integration technologies in the web application, such as client-
side, server-side code, application logic and database back-end 
hosting, may have been an important factor in the security 
weakness [20]. Figure 1 reveals that there has been a marked 
weakness in web server, security controls, and database server. 
The most likely causes of this weakness are: 
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• Poor coding and misconfiguration [21-22]. 

• Hypertext transfer protocol (HTTP) design, which fails 
to keep pace with today complex structures of web 
applications [23].  

 Current methods of s security have proven to be unreliable, 
and an accessible web application in front end could be exploited 
by various types of attacks [23]. 

B. Data Mining 
Data mining has been used to refer to methods in which 

interesting knowledge or pattern from large-scale of data 
extracted in order to help in decision making [24]. As 
consequence of the availability of massive-data with the urgent 
need to analyze and extract useful information, classical data 
analysis techniques are insufficient and better solutions had to 
be found [26]. Therefore, data mining integrated different fields 
such as statistics, machine learning, database and artificial 
intelligence [27]. The specific objective of data mining 
techniques is to create a descriptive model or a predictive model 
[28]. The descriptive model usually builds to characterize the 
general descriptive properties of datasets with helping of 
statistics techniques [29]. By contrast, predictive model analyzes 
dataset to build models in order to predict the future actions of 
new coming data. Predictive data mining includes: association 
rules, classification, regression analysis, and trend analysis [25]. 
Data mining is proved to be effective and worth in many 
applications because it contains techniques to process 
computerized search and to extract a pattern from large-scale, 
also analysis a large amount of data to find a logical relationship 
and transform data in a new way to be understood for further 
use. 

C. Machine Learning 
“Machine Learning”, which is implicitly programming 

computers by applying the theory of statistic and mathematical 
models for better optimization using example data or past 
experience [30]. A key aspect of machine learning is the ability 
to automate solving of problems and tasks [31]. In order to 
achieve this desired goal, two methods of learning are used: 
supervised learning includes (classification, support vector 
machines, neural networks) and unsupervised learning includes 

(clustering, dimensionality reduction, recommender systems, 
distance, and normalization). Despite the similarity between the 
learning methods in the practical, though the difference lies on 
the reason of usage. For example, in the absence of prior 
knowledge of the dataset unsupervised learning is used while the 
supervised learning is used if the prior knowledge exists [32].  

III. DETECTION OF THE WEB APPLICATION ATTACKS 
Many researchers are making efforts on detection and 

prevention of web application attacks. Thus far, a variety of 
techniques have developed to solve this emerging problem. 
There are two basic detection methods currently being adopted 
in research [33]: 

• Anomaly-based: Anomaly-based techniques are able to 
detect unknown attacks due to the ability to learn. 
Regrettably, anomaly-based sacrifices performance and 
accuracy with high false positive. 

• Signature-based: Signature-based techniques rely on 
predefined rules of attack signatures which allow it to 
achieve very high accuracy in detect known attacks and 
less prone to false positives; however, it fails in the 
detection of new and unknown attacks. 

Both anomaly-based and signature-based are applied on 
many security solutions [34]. Generally, they take place in 
analyze attack in HTTP traffic from the external behavior of an 
application perspective [35].  

The following part of this paper moves on to describe in 
greater detail the current detection techniques. Those techniques 
may be divided into three main technologies which are: 

• Web Application Firewall 

• Application Intrusion Detection System 

• Web Application Honeypots 

A. Web Application Firewall 
Web application firewall (WAF) is one of the most widely 

used solutions for detection and prevention web application 
attacks. Besides, the ability to work in the application-level layer 
may have been an important factor in control traffic on web 

 
Fig. 1. Security Weakness and Threats in the Multi-Layer Web Application Architecture. 
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server and detect malicious one [36]. Many scholars hold the 
view that WAF effective in preventing breaches and mitigate 
attacks [37]. Even so, it suffers from some serious weakness. 

Over the past 10 years, there have been a significant criticism 
of web application firewall. These criticisms against both 
specific implementation and commercial products [38], also in 
the ability to evade WAF by some attacks [39]. The past decade 
has seen the rapid development and enhancement of the WAF as 
software and hardware [40]. Notwithstanding, there are still 
shortcomings as a result of predefined rules technique and 
inability to recognize high-level application logic.  

There are many limitations of web application firewall which 
make it an inefficient solution. These are high false negatives 
and high false positives rates, low accuracy and inability to 
detect unknown attack, in addition to increase of operational cost 
and manual efforts [41-44]. Recently, these web application 
firewall limitations have been addressed by researchers in many 
ways. For example, applying automation techniques, such as 
machine learning and data mining algorithms as in [45] [46]; 
however, it will raise the question of performance as the web 
applications work in real-time with high traffic. Paradoxically, 
applying techniques to enhance the performance of data mining 
and machine learning algorithms will also result in a reduction 
of accuracy [45]. Likewise, deploying hardware web application 
firewall to withstand the pressure of the performance can result 
to a high cost.  

B. Application Intrusion Detection System 
The researchers emerged to new types of detection system 

called an Application Intrusion Detection System (AIDS) to 
overcome the limitations of the WAF [47]. As a matter of fact, 
AIDS overcome network based IDS problems [48]. 
Furthermore, AIDS can work side by side with the firewalls to 
enhance the protection and add a new layer of security to impede 
the web attacks.  

In general, IDS use signature-based or anomaly based 
detection techniques, sometimes mix between those two 
methods. It has become commonplace to distinguish ‘signature-
based’ from ‘anomaly-based’ methods of detection. Likewise, 
there is a widely held view that signature-based outperforms 
anomaly-based in known attacks. Owing to that, signature-based 
has adopted in the commercial products while there is less use 
of anomaly-based in commercial. Anomaly-based has more 
focus in research, because of its ability to combat unknown 
attacks. 

AIDS was built and improved by a number of techniques as 
in [49-51]. Otherwise, criticisms of much of the literature on 
AIDS in suffering from some serious limitation. For example, 
multi-level encoding attack and encrypted traffic could evade 
and bypass Intrusion Detection Systems [52-53], coupled with 
low performance, high cost and weak detection accuracy [54]. 
More recently, literature has emerged data-mining and machine 
learning to settle AIDS shortcomings. Algorithms such as 
decision tree, support vector machine, logistic regression, 
feature extraction and pattern recognition have proven their 
potential in attaining high attack detection accuracy with good 
performance and low false rates [55-56]. On the contrary, 
association rules, frequent episodes and clustering methods like 
k-means, fuzzy c-mean in addition to naïve-bayes fail in 
accuracy and introduce more complexity [78]. 

C. Web Application Honeypot 
Turning now to Honeypot, WAF and IDS are close and use 

same techniques as it can be seen in the Table 1. In contrast 
honeypot uses techniques which are fundamentally different. Its 
value becomes evident during attacks or probes. It plays decoy 
and trap role for malicious traffic in order to supply unique 
information which cannot be obtained from the other techniques 
[57]. Honeypot is categorized into two types; research and 
product honeypot. The goal of the product honeypot is to directly 
secure the companies or organizations. The research honeypot 
aims to collect information about attackers and attacks to 
provide indirect security. Meanwhile, honeypot can be 
categorized according to the level of interaction, depending on 
the services it simulates and resources, to high interaction 
honeypots and low interaction honeypots [58]. 

Honeypot addresses the problem of false positives, which are 
experienced with WAF and IDS, by reducing the false positives 
resulting of gathering small but high valuable amount of 
information. However, the risk factor of these honeypots makes 
them move away from being a direct attack detection solution. 
The past decade has seen considerable number of projects 
developed on web application honeypots [59-63] which focused 
on the enhancement of concealment and deception. In recent 
years, researchers have investigated honeypot as a catalyst in the 
attack detection through automatic generation of signatures to 
IDS [64-65], observing and analysis web attacks [66], learning 
about tactics and motives of the attacker [67-68]. Taken 
together, honeypot will help in fighting cyber-crime, detect 
attacks and track criminals, which will improve web application 
detection techniques and web application forensic.  

TABLE I.  COMPARISON OF THE WEB APPLICATION ATTACK DETECTION TECHNIQUE FEATURES 

Features 
Web Application Attack Detection Techniques  

Web Application Firewall Application Intrusion Detection 
System Web Application Honeypot Web Application Forensic 

Methods 
signature-based,  

anomaly detection. signature-based, anomaly detection emulation manual and automated log 
analysis 

Encrypted traffic inspection yes no yes yes 

Types of attacks known web application 
attacks 

known and unknown 
network and application layer 

attacks 

known and unknown 
web application layer 

attacks 

known and unknown 
attacks 

Accuracy/False Positive medium accuracy/high false 
positive 

medium accuracy/high false 
positive 

high accuracy/low false 
positive 

high accuracy/too low false 
positive 

Challenges easy to bypass, cost, 
maintenance high false alarm, encrypted traffic great risk if detected time, massive amount of 

data, legal constraints 
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IV. WEB APPLICATION FORENSICS 
Web application forensic may be defined as the branch of 

digital forensic which is collected and analysis events, in order 
to trace back the source of security attacks or other incidents on 
a web application [69]. For example, forensic study can be 
needed at a failure of web application technique implementation 
which inevitably caused systems to be compromised. Whether 
these incidents need internal investigation for violating the 
organization’s policy or a forensic investigation for violating the 
law, the underline techniques are similar, as well the causes of 
the defect must be investigated.  

From a technical point of view web application forensics can 
be considered as: 

• a posterior detection technique for attacks. 

• evidence finder of the attack occurrence, investigate 
causes and motives of the attack afterwards. 

• deep information gatherer looks for more information 
than the other detection techniques. 

The techniques which are currently used rely heavily on the 
expertise and skill of the forensic investigator, also the 
increasing number of attacks and massive data made evidence 
analysis hard task even with the help of traditional forensic tools. 
The main source to find evidence is the log file which is 
collected from different servers and security devices [70].  

In a recent study [71], a comprehensive survey of web 
application forensic tools is given. According to the survey, most 
of the tools focus on the compressed data, correlation of the 
various sources and reporting. However, a massive amount of 
data generated from heavy web traffic is leading traditional 
methods and tools to become ineffective; accompanied by 
increasing in time, cost and efforts [72]. As a result, researchers 
started to search for more effective solutions. 

In order to solve mentioned challenges, researchers resorted 
to data mining for digital forensic analysis where the focus 
on extracting digital evidence from massive data with ensuring 
of integrity [73-74]. Decision-making process and better 
guidance will increase efficiency [75-76] with the attention to 
the goal of the forensic investigation. Thereupon, data mining 
helps investigators [77], digital forensics professionals and law 
enforcement officers. However, few pieces of research have 
been able to draw on any data mining application into web 
application forensic. 

V. DISCUSSION AND CONCLUSION 
Web application attacks are highly aggressive and have a 

higher tendency to impact business. Available detection 
techniques, such as web application firewalls and application 
intrusion detection systems have a high accuracy and 
performance rate for known attacks. This is due to their reliance 
on predefined rules and signature-based technology, which have 
been adopted in most commercial devices. However, the 
majority of available techniques were developed to 
progressively combat new and unknown attacks. The techniques 

used for anomaly-based attacks still evolving to reach the 
desired effectiveness. The integration of anomaly- and 
signature-based detection technology will significantly reduce 
attacks. 

In this survey, we highlighted the web application forensic 
and web application honeypots as a post-detection technique. 
The differences between them and the other detection 
technologies are covered in detail in this paper. Those 
technologies have relatively limited real-time detection, but they 
offer valuable insights into attack detection through the analysis 
of successful attacks and the discovery of the unknown ones. 
This has contributed to other real-time attack detection 
technologies, such as web application firewalls and application 
intrusion detection systems. Web application forensics and 
honeypots collect a massive amount of data. Data-mining can be 
applied to this data with a number of criteria, such as the 
preservation of digital evidence and data analysis, accuracy, and 
reliability. Descriptive and predictive data modeling could help 
in limiting the investigation resources, anomaly detection of the 
attacks, and behavioral profiling. Together, these mining 
techniques have the potential to lead to a significant 
improvement in the efforts of detecting attacks. Future studies 
will include testing the effectiveness of data mining in the web 
application attack forensics and feature- selection for web 
application attacks evidence. 
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