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Abstract—Measurement of energy especially electricity con-
sumption becomes an issue in big cities. Electricity usage mon-
itoring is becoming more crucial and there is a need for the
instant view of active energy usage. Solutions like smart grids
are possible. Smart grids give a view in macro-level, there is
also a need of a micro-level view. We mean a small region’s or
customer’s usage when we mean micro-level view. The privacy
of the personal data and the user’s trust in the system should
also be considered in these scenarios. This study aims to propose
such an alternative system which uses blockchain technology and
Internet of Things (IoT) devices for the metering and billing of the
customer for the electric network. The trust and privacy issues
are aimed to be solved. Blockchain can provide safer and more
transparent solutions with its decentralized structure. Raspberry
Pi is used to simulate metering, Hyperledger Fabric is selected
as a blockchain system. A scalable and energy efficient energy
tracking system with blockchain and IoT devices is proposed. A
prototype system is formed and the possible usage scenario is
simulated on the prototype.

Index Terms—blockchain, IoT, privacy

I. INTRODUCTION

Big cities involve many electricity consumers, measurement
and planning of the electricity network becomes an issue.
Transactions between distributors and consumers are far from
automation and there is no transparency in traditional energy
billing and distribution systems. Current consumption levels
can not be monitored in most implementations as most of the
metering systems still rely upon manual consumption meter
readings. These metering process also cost a lot of money
and time[1]. Analysis of the data is insufficient because of the
collection method. There can be trust issues as these systems
are non-transparent and centralized, customers are not aware
of the process and their personal data can be vulnerable to
attacks or misuse.

There is a need for a system where all users reach the current
usage levels, all users trust the system and the privacy of their
personal data is preserved. The usage levels can be analyzed
and used to solve technical problems before any possible
problem gets critical. Blockchain and IoT technologies can
be used as a solution[2].

Blockchain technology offers an immutable distributed
ledger to store transactions. Participants of the blockchain
network can make transactions without trusting each other or
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some other third party[3]. Privacy of personal data can be
assured by using cryptographic algorithms. The decentralized
architecture of the blockchain system will make the network
safer against Cyber threats. IoT devices can be modified to
measure energy consumption automatically and work with the
blockchain system. An economic, scalable, secure and energy
efficient solution can be developed[4].

In the next section, the fundamentals of blockchain, Hyper-
ledger, Internet of Things (IoT) technologies, security services
and the privacy need in a digitalized world will be given. In
section 3, related works is given. In section 4, the proposed
system is described. In section 5, implementation is explained.
Finally, results and discussion are given.

II. FUNDAMENTALS
A. Blockchain

Blockchain technology helps to keep a secure and transpar-
ent/private list of records where the data blocks are linked
together using cryptography techniques. The name of the
registry used is called the ledger. Ledger is kept in various
devices which are connected to each other within the P2P
network. Blockchain technology uses distributed devices and
provides a decentralized system[5]. It uses consensus protocols
that guarantee co-decision in the system without making an
authority.

Bitcoin as digital currency was the first Blockchain imple-
mentation in 2008[6]. Later there were several applications
such as Ethereum, Ripple, and Neo. There are also different
blockchain systems such as Hyperledger that offer enterprise
solutions. Hyperledger project is an open source project that
is managed by the Linux Foundation[7].

There are different blockchain types according to the way
nodes join the network and the visibility of the ledger. The
types change according to the anonymity of the validator
(node) and the trust in it as it is shown in Figure 1.

The blockchain type that is described in Satoshi’s paper[6]
about Bitcoin and used in many crypto currencies is Pub-
lic/Permissionless blockchain. This network is open to join
without requiring permission or reference. As anyone can be
a node, the trust in the validator is low. The number of nodes
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Fig. 1. Anonymity/Trust of Validators

is needed to be increased to provide enough security to the
system. As these systems use a prize method for adding block,
fair node selection needs high energy and time consuming
consensus protocols like PoW. Transparency is provided as
all participants in the network can access all the transaction
data. As no part of the data can be made private, this type is
not suitable for most enterprise applications[8]. Privacy issues
in Bitcoin is investigated in [9]. However, the needs of the
enterprise applications and privacy measures are different.

Private/permissioned blockchain is developed for the appli-
cations where a level of control and management is required.
The reliability of the nodes are ensured by applying several
conditions. The terms for participation in the network are ruled
by the network initiator. The nodes who satisfy the conditions
are added to the network as participants. A digital currency
or token-like structures is not needed as an incentive in most
cases. Data sharing type is predetermined by who provides
the data. It is not a completely decentralized structure as it is
clear which peers store the data[3]. Consensus protocols used
in this type consume less energy and time[8, 10]. Hyperledger
Fabric and R3 Corda can be given as examples to this type of
blockchain systems[11].

Hyperledger Fabric which is available in the Hyperledger
Project is chosen for this study as it fulfills the requirements
of an enterprise application. Data sharing can be managed
between parties. Less energy and time-consuming consensus
protocols can be used. Hyperledger Fabric has a modular
architecture that enables the configuration of smart contracts
(chaincode) by setting inter-participant roles and rules. Each
node in the network has limited authority and nodes can create
groups (channel) among themselves and implement different
consensus protocols within the group. Each participant has its
own certificate authority so that the owner of each transaction
can be identified[7]. Hyperledger Fabric can be used as a
distributed operating system. It has an extensible architecture
that allows modular construction. Chaincode can run within
the Docker container so high-level Object-Oriented languages
(Java, Go etc.) can be used. Creating a new chaincode or
changing the one does not take much time. The privileges
of the participants can be restricted by the rules in the
chaincode[12]. A business network can also be created with

the virtual computers on the cloud.

B. Internet of Things

Internet of Things (IoT) devices are small computing equip-
ment that collects data via various sensors. These devices com-
municate with other devices mostly over wireless connections.
They have the low processing power and memory capacity
that makes them affordable. Electricity, water, and natural gas
meters started to change with the smarter 1oT versions. IoT
smart meters can be configured to connect to the distribution
network and provide data (almost) in real time. This will allow
the users of the system to monitor the distribution network
efficiently[13].

C. Security Services

Enterprise applications need the authenticity of the node
and the confidentiality of the data. The confidentiality of
the data is provided with cryptology. The main problem in
encryption/decryption process is the key distribution. The key
distribution problem is solved with asymmetric encryption.
Asymmetric encryption is mainly used to distribute the key
which will be used in the symmetric encryption[14]. Each
side of the communication will only need the public key of
the other for the encryption/decryption process. A public key
can be distributed freely without endangering the encryption
process. Certificate authorities (CA) can be used to ensure the
authenticity of the public key by using digital certificates[12].

D. Privacy Need in a Digitalized World

Privacy is a human right. Data privacy should be a primary
consideration in any data processing system which includes
personal data. Data from various sources are being collected
as big data and it can be used to violate the privacy of
an individual. For this reason, any data can be described as
personal data[15].

The governments started to give more focus on protecting
their citizens’ data with privacy regulations all around the
world. Any company which involves processing the citizen
data must respect the regulation of the citizen’s nation. Per-
sonal data is protected with KVKK (Personal Data Protection
Law) in the Republic of Turkey[16] and GDPR (General
Data Protection Regulation) has started to be regulated in the
European Union[17]. These regulations states that; personal
data cannot be processed without the explicit consent of
the person concerned and he/she is allowed to withdraw the
consent. Encryption and pseudonymization are required for
compliance as a start but is not sufficient.

There are personal data in the bills of the current systems,
and these data are reachable by people such as company
employees and neighbours. A system designed with privacy
in mind and the automation of the system with smart con-
tracts (chaincodes) can provide privacy that is needed. Smart
contracts can be designed to prevent unauthorized people from
seeing the personal data.
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Fig. 2. Major actors of the system

ITI. RELATED WORKS

The industry is forming alliances for integrating blockchain
and IoT to the energy sector and establishing standards. These
are Energy Web Foundation, Enterprise Ethereum Alliance
and Trusted IoT Alliance. A growing number of companies
like Grid Singularity, Power Ledger, and LO3 are developing
their own standards and applications. There are also new
startups who want to promote their altcoins or tokens (crypto
coin) for their proposed systems like WePower[18] and Restart
Energy[19]. Most applications focus on microgrids and energy
sharing [20].

There are also some patents which propose solutions to the
energy market. The differences of our work from the similar
patents are shown in Table 1. Patent P2 is for the renewable
energy only. The main difference in our work is focusing on
the end-user (consumer) side and personal data privacy.

TABLE I
COMPARISON OF THIS WORK WITH THE SIMILAR PATENTS

Patent 1 [20] Patent 2 [21] This Study
Target Market Smart Grid End-User End-User
Token Token Token X
Measurement v v v
Billing X X v
Privacy
of Not Mentioned | Not Mentioned v
Personal Data

In a recent study[23], the authors presented a marked design
and simulation for a decentralized local energy market using
blockchain technology. The preliminary economic evaluation
is also presented. A recent master thesis[24] is about the digital
identity management for the open model energy system by
using blockchain. The security and privacy issues in decen-
tralized energy trading are discussed in a recent work[20].

IV. SYSTEM PROPOSAL

The proposed system aims to solve the cost, privacy and
security problems of measurement and billing systems by

Fig. 3. The steps taken by a user to receive services

using a decentralized system. Major actors of the system is
shown in Figure 2. CA is the certificate authority. This system
has four major actors:

o Users: People who want to receive service from distrib-
utors.

« Distributors: Energy distribution companies.

o Smart Meter (IoT) Devices: Device with internet connec-
tion for sending energy consumption measurements.

o Public Authority (PA): This can be any governmental
institution which wants to get the current view of the
system, such as the current load of the electricity grid in
a neighborhood, district or a city.

A. Phases of The Users

The start phase of a user to receive services are shown in
Figure 3. There are four phases of the user application:

a) Account Creation: The user installs the user interface
application of the system on a smart mobile device and
creates a local account. The personal data that is required for
the service is entered through the interface. The application
generates a Session Key during this process and encrypts the
personal data with the Session Key and stores in the smart
meter.

b) Subscription Start: The user sends a subscription
request to the distributor. Once the distributor has approved
the request, the subscription phase starts. The session key
is encrypted with the public key of the distributor and sent
encrypted to the distributor. The distributor gets the session
key which will be used during the subscription.

The user uses the mobile application to pair the account with
an [oT device to receive the service. Encrypted personal data
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is copied to the IoT device during this pairing. The IoT device
informs the blockchain network and sending measurements to
the blockchain network starts afterward.

c) Subscription: 1oT device sends the measurements to
the blockchain network at predefined intervals which are set by
the distributor. These measurements are kept in the blockchain
encrypted with the Session Key. Only the distributor and the
public authority in the channel can see these measurements.
The subscriber can reach his/her own consumption statistics
and can see the amount to be paid.

No personal data is kept in the blockchain, only a Subscrip-
tionID which the distributor sets is kept as an identification. If
the distributor or the public authority need to reach personal
the data of the subscriber for bureaucratic purposes, a request
is created in the system. This request and its reason are also
stored on the blockchain. If the requester knows the session
Key of the user, the smart contract enables to reach the data
which is stored in the IoT device of the user.

Sending measurement data frequently to the blockchain
system can also put the subscribers’ privacy in danger[25].
There are solutions for this problem as specified in [26] but
these issues are left as future work.

d) Subscription End: The session key is valid for the
duration of the subscription. If the subscription is canceled
by the user or expired, the session key is regenerated and
personal data is encrypted with this new key. The privacy of
the personal data is ensured this way. Measurements that are
encrypted with the previous session key will still be available
to the previous distributor but not the personal data of the user.
The user can subscribe to any other distributor after leaving
one and gets service again.

V. IMPLEMENTATION

A prototype simulation is implemented in Hyperledger
Fabric 1.3 as a proof of concept on an ordinary PC with 12 GB
RAM, 240 GB SSD, and an i7 Intel 3.5 GHz CPU. Version
1.3 is preferred for its new features such as peer channel-based
event services and stabilization. Implementation technologies
that are used in the system are shown in Figure 4. Hyperledger
Fabric is run as a virtual machine on the Virtualbox. Vagrant
Tool is used to accessing the virtual machine. Peers are run
on Docker containers which were created by using official
Hyperledger Fabric Docker images. Two channels are created
and one peer is added to each for validating and storing the
data. A database is installed for each peer to keep transaction
logs and the current state of assets. Assets are used to define
tangible or intangible values and are kept in JSON or binary
form. Assets are defined in the chaincodes. CouchDB was
chosen as it allows complex queries which will be used during
generating reports. Different Certificate Authorities are used
for each channel. Membership Service Provider (MSP) is a
part of the Hyperledger Fabric which is used for validating
certificates and user authentication.

Hyperledger Composer Tool is used as a coding and testing
platform. The codes can be generated on the programmer’s

Fig. 4. Implementation Technologies Used in the Prototype

machine. Simple chain codes are coded with JavaScript. Sev-
eral sample rules are generated for the participants, such as
rules which grant view access to only their data.

Business Network Archive (BNA) was created to deploy
the chaincode into the business network. In deploying, SOLO
consensus protocol is chosen for testing. Rest Server is used
to generate APIs of the written chaincode to use on the sample
user interface application.

Raspberry Pi 3 Model B v1.2 is used as an IoT device to
simulate smart meter of the end user. Random measurements
are generated with python code. The device is connected to the
blockchain network with the API of the Hyperledger Fabric.

VI. RESULTS AND CONCLUSION

A scalable and energy efficient energy tracking system with
blockchain and IoT devices is proposed in this study. The
cost of the measurement methods can be decreased with this
system. The system will be less vulnerable to the cyber attacks
because of the decentralized architecture.

Hyperledger Fabric environment was preferred as its suit-
able for enterprise solutions. The environment is complex and
still evolving. It wasn’t easy to find enough information on
it at first but the community is developing new content and
solutions. The environment became more stable after version
1.3.

Privacy of the personal data was the main focus of this
study. A system is proposed in which the user keeps its own
personal data on his/her own device and only shares the data
when necessary. Personal and measurement data is only shared
with the company during the subscription period. A shared key
is used to encrypt the data during the subscription.

Using smart contracts, making all energy tracking proce-
dures automated will help in reducing the rate of wrong
manual measurements. Certificate Authorities will show the
validators of the the transactions.

The prototype simulation with smart contracts was tested
by using different IoT devices. Preliminary findings showed
that the rest server usage reduces the software development
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time but there is a need of additional security procedures on
identity management.

Future works will include working on privacy enhancing
and testing. As the quantum computers will become more
widespread, post-quantum cryptography can be studied and
added to the process. New methods should be used instead of
the asymmetric encryption methods.
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